a3 L/INAHR— b+ for Web o 1J—X

ACME_ZEBAEHITFIEE
[Certbot #7]

2R
2026 £1 A 15 H

LSRR FORTLIBASH




1. R EE T D UN T 3
2. BB D BAG . oo 3
3. SERRESRAT (WD) . 4
3. 1. R A BB AR . 4
3. 2. T rDETE R E DRI .. 4
3. 3. B DR . 6
3. 4. EBAZE MDA VR b=l 6
4. B ERAT (EET) . 7
4. 1. B D BT . . . 7
4. 2. B E B B TR T . . .o 7
4. 3. SRAEOEHATAEER (B EAISA) 8
5. B D B T T . . 9
6. B DM . . o 9



AFIESIZDONT

ACME ZFIFA L CEERAEZHITI BICH=Y. ACME V54 F7 > bD—DTHS Certbot (—FrHRv )
ZCRRAVEECGRIC, SAZRTICLEL G HEEFER (LT TEAB] ELVWEY) DRES LI
ERITETOETOFIEEL LG YFET, AONE TOFIAZERTORNICODVTIEC b L EZSEILEL,

ACME o S5 A4 7> b T&H5 Certbot (X, Certbot ®AKH 4 + https://certbot. eff.org/ MBHAFL.
HB—N—ZF[ZA VR F—=)LLTZHAELEZLY,

AFIEZE Linux ZRAL T, certbot MR T AV 27 EZRICHH TRIEZIToEAEICRY., —
HBOA T avav s REBBELTVWET., #7307y FOFEMAREICDLTIL, Certbot AR
WEBUTLI—H—TZaT7ILEEZSEILEIL,

redhat Certbot User Guid : https://eff-certbot. readthedocs. io/en/stable/using. html

S
m

2. EAB OWF
SEAERITICLES EAB (5. BENRET Lizt, [RWBABEE, LU, ERBF Y O0— FFHS
DIEA DA—ABBEEE LIS, BERFAR-—UNLEYIUO—FARTELLSITBYET,

[(BEHREAR—DADOTA UL B 5]
https://www. secomtrust. net/service/pfw/user/login. html

EAB [ZHEEHRMNEAEZRITI 2-ODEELERELYET ., BEIZF+H TITEL LS,

(1) BRA-EHEEMNS., FOA— T HZAD M33M) R220ES )9 I LTS,

REdaaBaEdnLThEd.
ABPRH ¥ AY—EFA W AAT—HAT ABERRER
2026401430 O (ACGME) 12 TT FRARET
2026401430 OW (RSA2024) FF T B

(2) BRABHRFHETICHD. REER EB) /ATyh—DFYvO0—FD ¥ —REC
61 VUV LES,

(3) FBELIEHR (EAB) /R Tvh—Forv0—FEEMNL, ¥72O0—FR220E9 )y LTEB %
Aooa—RLTLEELY,

SR/ R~ H— Ao O0—F@Em

WEEEFER(EABD ¥ O0—F

SPEEEERCEABRE A DO —F LTS, o SREEI 2T 3 SRR R —  E RS L




3. EEEAERETT (F1ED

3.1. KA VEBEFEOHE

ACME TH—/N\—REBAZE ZRTT DRIC KA A VRREDHERNTOND =, FA A VEBEAERER
RLUFET, ACNE TIEUTLTIAD KA VBEEHED CHANARETT,

WA VEERE

1B

BEEME

77 A ILEREE (http-01) 1

HETDHWLICSS VFLEEZREL. TOWRLICSFTIERLT
SV LEEHRT AEEAE

DNS ZEEE (dns-01) %2

DNS @ TXT La—RIZS UH LIEZFREL. DNS ~ELVEDLYE
LTS VA LEEZHERET HBERAE

X1 BAENDLDT IV EREZFIRIATVEHEELED. MBI TO RV —N—DFEIE
CFIRAWELETERADT, TEELESL,

X2 RAALUBELBAEET BICIEBFNICINS TONS FITHIE LTS5 4 OB EIZHY FT,
DNS & DEHEIZDLTIE. DNS EEEABHELEDLECFZELY,

3.2. FHOY FORITEIURAEDRIT

MOTHAAZTERITITAHEAANETH Y FORTHBEICGRYFEFIOT,. ¥ 20— FL-EAB %

TRECESL,

(1) UTFOaATY REETLET,

<y M)

AT NIETERTEREA
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[xxxxxx]# certbot ——server https://secomtrustacme. com/acme/ ——eab-hmac—key
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How would you |like to authenticate and install certificates?

1: Apache Web Server plugin (apache)

2. Nginx Web Server plugin (nginx)

Select the appropriate number [1-2] then [enter] (press ‘¢’ to cancel): 2

(3) *—IL7 FLARZEHELEY,
i A1)

Enter email address or hit Enter to skip
(Enter "¢’ to cancel): test@example. com

(4) AHY—ERDFAREICRABLET . Tyl BRI,
A H51)

Please read the Terms of Service at:
https://repol. secomtrust. net/spcpp/publicly-trusted-cpcps/
You must agree in order to register with the ACME server. Do you agree?

(Yes/(NJo: y

(5) UTOAvtE—UMNKRTEaNT-18E. Certbot E#tT (BEF 70T 4 F7HIK) ITA—ILTF KL
ADRBAEEZBRLET, BEITDESIE Tyl &, EEETHEEIE Inl Z2FBRCFZELN,
H 145))

Would you be willing, once your first certificate is successfully issued, to
share your email address with the Electronic Frontier Foundation, a founding
partner of the Let’s Encrypt project and the non-profit organization that

develops Certbot? We'd |ike to send you email about our work encrypting the web
EFF news, campaigns, and ways to support digital freedom.

(Y)es/(N)o: n
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RITSNFRAEIE., UTDT ALY ) THERBTEZENTEET,
SEBAZE : /etc/letsencrypt/live/[2E® > x—L]/ful lchain. pem

g . /etc/letsencrypt/live/[aE > x—L]/privkey. pem

i A1)

Successfully received certificate.

Certificate is saved at: /etc/letsencrypt/|ive/www. example. com/ful Ichain. pem

Key is saved at: /etc/letsencrypt/|ive/www. example. com /privkey. pem

This certificate expires on 2026—-08-31.
These files will be updated when the certificate renews.
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certbot renew ——apache —-server [H—/S\—7RX k] ——cert-name [EFBHZES] —deploy—hook
“systemct| restart httpd”
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[xxxxxx]# certbot renew —apache ——server https://secomtrustacme. com/acme/ —

cert-name www. example. com ——deploy-hook “systemct!| restart httpd”
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—-server [—/N—FRX ~] | iEBAEHTT HRAEBEDURLEA S (EABHIZE
)
--cert-name [FGEBAE 4] certbotNEE L TLWAIIBAESA,
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——apache — H—N—%&ER
Apache Z 57
XnginxDIFEIL --nginx
——dep |l oy—hook “systemct | H—EXDHIEH
restart httpd” XnginxMDIZE (L "systemct| restart nginx”

[ ] eikavrrFE SBEAABEETY,

4.2. EEARBBEHORTE

4.1 DRenew 37 FCIEBAZZEH T ACENTEFRI N, DAY FEEHMICETI S L
T. itFAEDEHZEHENLT A ENTEFT . BEELT 545K L LTIE. certbot o TLVS
ertbot. timer ¥, Linux THhlL cron ZFEATE2HELENHY FT,

LT DflFcronZzEA L CEIBAZ D EENE#H Z1TL). & 5(TApacheDETE 7 7 1 L EBHRARAAT
SIBADREZEcronlRR LI=HDTT,




A Sl

[xxxxxx]# crontab —e

* 1 % % * sudo certbot renew ——apache ——server https://secomtrustacme. com/acme/ —

cert-name www. example. com ——deploy-hook “systemct| restart httpd”
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Certbot 4.0.0 TIE, FIBAZDEMHRD 3 7D 2 B LI-RICEHAFAEIZLY ., Certbot 4.0.0
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renew_before_expiry = 15 days
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certbot renew ——force-renewal ——server [H—/\— X k] ——cert-name [FEBAZE4A]
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[xxxxxx]# certbot renew —force-renewal —server https://secomtrustacme. com/acme/ —

—-cert-name www. example. com

Bmo< 2 FEREA
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--server [—N\—FRZX ] | SEAZERITT HRARDUIRLEZ A S (EABRIZEEH)
——force-renewal — SRR E T R1T

-—cert-name EnL:E=4 certbotWEE L TL\SEEHESA.

lcertbot certificates] aAY Y KZETTSHC

L THRETEET, (TIALE: FALALAR)

-—cert-path SIBAEF4STE (R—FOONTHEHH HIHEEEITHRE)
[ | eikavrrFE SBEAABEETY,
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certbot revoke ——server [H—/S\—7RA k] ——cert-name [ € R—L] —reason [kFFEMA]
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[xxxxxx]# certbot revoke --server https://secomtrustacme.com/acme/ -—cert-name

www. examp |l e. com —reason superseded

WMa~< > FigBA
ATFvarvavr R | BEHANIE Bl
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——cert-name [OEVR—L] K%hd HEEBAEDFANE A A

—-reason [KZhIEH] KHERHFEASND (X1)

——cert-path SIAEZETE (R—FODNTHEMHIBEZHITIETE)

[ ]eFavrrt BBAAHEETY.

(%1) XHEAREFUTIYBRLTIEZSL,

#0 : unspecified (Fmith)

#1 : keyCompromise (FEHDMEIAIL)

#3 : affiliationChanged (FFBAZMEHEIFMEE)

#4 : superseded (GEBAZEDANE )

#5 : cessationOfOperation (V= THA FOFEFELIERA AV OFE/EEDERT)
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