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0 FortiGate Cloud
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2.2 HiEkEsRFIR
@I1—P&E/(RT—REAALT [LOGIN] ZOUYILET,

P il
FortiCloud

Forgot account ID/Email?
Forgot password?

@OJ1>cmhLizs 17o0teX] 20Uy OUFET,

N
FortiCloud
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OUwo93E [>941 . [>Sandbox] WMETLK DT [>9tF] %=
UV IOUERT,

: % I
FortiCloud
¢i> FortiGate Cloud 2y MT—2A—R—¥a— #7749v} MEY Y -OEFSAER @ VAbas O vy dtas U=
Z1ILZIBNN v WUEZ SN v FortiManagerg B 7/ i/ ADFE R
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EBEmERE, EX=Z1—TC O0Ea21—]1 #20Uw 2oL, BTLI3FREHOFHNS

BEINLELE R~

ScCOM

TILFSARIRTLABRSHE

[Event] 20U w U= [VPNOJ] 20Uy OITNEJE— b7oZXOTN. RRSNFT,

(VPNOJ]

- N ————
 FortiCloud

< FortiGate Cloud & v7ravrk

— (A e EIEEY coven. wosa oo

@ FortiView

1
.

*=®

Time
2 E=4

16:35:06(+0900)

1 16:49:32(+0900)
ul FortiGateh'bM 07 | oo -
o OYEa— 3 16:43:07(+0900) — - —
4 16:39:30(+0900) -
Traffic 5 16:39:06(+0900) :
curity é ’
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ECEEEEBES
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2.2 LEfERFIR

®-2 [>T+ wvoOd)
BEEERE. £XAZ1—7T [OJEa1—] 20Uy TUL. HTLKDHIEBDOFMNS
[Traffic] 22 Jw o= [Traffic0J]1 22 v OINERS T v OO0, RRESNET.

(b= TDxwvoOd)

e
FortiCloud

» FortiGate Cloud

Traffic 0% [

13657 KR/L059IE
sccect RWBIE |

0 accact MUELAME =

u ezt 12RRHIE

2 ccect 292KREF1IE

1 aest 2BIKREETIE

“ accest BAGKSTITKE 1

1 accest SEOIIME

% aexest 7KR20035K3
accegt BLAKES05ME -
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szeest BIRITIE 1
scxest 0R2232R

FISATINET =
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2.2 LEfERFIR

DELEDTILEIIT A1 —H SRR IEEDOOI R RN EIEET T,
FIJA)L NTIEERE609OO0 UNERRSNREVLD T, BERETEOIEENNETT,

[Freveall Actaon Destinalion Send/Received
& FortiView sezegt 0R2233IR
BYTU- 2 sccgt WESKVETLRIE 1
& - 3 - sedskaETaeE o
= 4 05 » seect IFINETIHME  —
2 5 P2TSR0R00) st 12KR75KR
. A0 5 0921220409000 steapt Deezske
z % 7 RILA0NCHO0) accect LTKET2KE
STk H ORTL06000) acczet LETKRIANKE 1
v szect 3295 KL/ESE |
k © ascept MAEISME -
1 aczept 122KBR0IE
12 sezect 193KRIET1IR
3 e 251KREETHR
1 amact BELKVEITTIE
15 e KSIKETHME W
14 seee 247 KR00S5KE
Event ) e HLAKREISME  —
] axcest taesE
0 accept 1252KR/12205 K8
5 k » secect 297KBT0EKE
RBUL 1 e HAUSKRRTEKE W
2 e 1204123030502
B et 0822344
2 zapt HEITIE 1
] acxest EEEETE
1
FIZATINET conrwes som e e gmgpes tassnms wr fitz—m 2 = A3 SuOBT P08

BE®E [Ere0] [EiR2485# ] [Ea78] [EiR308] [H8E] D5/ N5@IRTEFT,
[MEE ] ZBRUES. OJRTHBAREK TERZIEEI S LT, TORBHROOINRRSNET,
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2.3 VPNOJERFIR

® 2.2 HBHEZRFIE] O ©-1 OFIRCHK> T, VPNOJBEHEETERLET.
TDE, TrenlcOJ =R UET,

ORSCAS(-0500)
06:50:441-0900)

&4 —)LROBKIEUTODHED T,
Time s O N ERENTERR-ETY,
Action c FEOJDORIENECT . SEMWEDHRBIIUTDEDTT,
- tunnel-up...VPN#ZE# 1 —H DRI, 51472 R RLAEIDHETHE
- tunnel-down... VPNt 1 —H D tin
- tunnel-stats:- 7093 & [CEEfREND. VPNEHRI—Yzyv>3a>0Od0
- ssl-login-fail.../ A XD — RA—EEDER(CLD. FEEERK
Message : OJDORETT,
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2. FortiCloud&¥Web> X5 A OVMHE:R

2.3 VPNOJHERFIR
@ BRLIEWOIEITINIUYITEE, EAZ1—T

AN
FortiCloud

FortiGate Cloud

FHRIBHR COHERLRDIBRDHA T, ERRNBIHRZLLTIC

User
Remote IP
Tunnel IP

© SECOM Trust Systems Co., Ltd.

Message

SSL tunnel statistics
SSL tunnel established
SSL new conmection
S5L new connection
SSL new connection
SSL tunnel established
SSL newv SSL certificate verification success!
SSL newv conmection
SSL neww conmection
SSL neww conmection
SSL tumnel shartdown
SSL tunnel shutdown
S5L new connection
S5L tunnel statistics
SSL tunnel statistics

SSL tunnel statistics

SSL tunnel established ||

ke 2 G -
VPNOY R4 E
* Time Level Device Name Action
101 10:58:31(+0500) infarmation tunnekstats
02 10:51:53+0900) information tunnelup
103 10:51:53(+0%00) information ssh-new-con
104 10:53:52(+0500) information sshnew-con
105 10:51:52{ +0%00) information sshnew-con
106 10:52:52(+0500) Information ftunnel-up
107 10:51:52(+0%00) Iinformation sshcert
108 10:51:52{+0900) information sshnew-con
109 10:51:52(+0900) information ssknew-con
110 10:51:50{ +0900) information ssknew-con
m 10:50:59{ +0900) information tunnel-desvn
112 10:50:59{ +0900) infarmation tunne-down
113 10:50:59{+0500) infarmation sshnew-con
114 10:50:59+0%00) information tunnel-stats
115 10:49:35{+0900) infarmation tunnel-stats
116 10048:29{ +0500) information tunnel-stats
| 17 10043:39+0500) i ation tunnelup
118 10:43:39{+0900) information ssknew-con
119 10043:39{ +0900) Iinformation sshnew-con
120 10043:38{+0900) information sshnew-con
121 10043:38 +0900) information tunnel-up
122 10043:35{+0900) information sshcert
123 10:43:38(+0900) information ssknew-con
124 10:43:38{ +0900) information sshnew-con
10433705000 nfowm atinn 15l osecnn

EEHUKT,

VPN ZEML TS 1—HIDTY,

VPN 1 —Y DxfExo/0—/ UL

VPN L — Y (CEID BT ONIHRERR T

RLXTT,

RLXTT,

S5L new connection

SSL new conmection

SSL newv conavection

SSL tunnel established

SSL newv SSL certificate verification success
SSL e rewnnaction

S5L 5

55|

~

I

SHRIERRN R CEE T,

BEINLELE R~

ScCOM

TCILFSARIRATLABRSH
I -
® 77

X BUEE

v FAFIF4T1
Device Name 1
User () I
Group SSLVPN_ Users

v FybI=odasiFs

—

v FI—h
Action tunnelup
Level information
Reason tunne] established

247
Type event
Sub Type vpn
Tunnel Type sshtunnel
-
Time 10:43:3%(+0%00)
Message 551 tunnel established
Log ID I
Virtual Domain root
Log Description SSLVPN tunnelup
E——

Tarmel 10 —
date 2022-01-11
tr +0%00
eventtime 16418654 20447874523
app_detail N#&
dst_hast N#
devie i I
rewTime 104339 +0900)
time 10:43:39
threat N
rewTime2 01-11 10:43:3%+0%00)
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2. FortiCloudZEWeb> 25 A O HRREIE SECOM

2.3 VPNOYHERFIE
® VPNiEGERIIAR OO 1E. UTFFIETOIDRDAHEITS T & THRIRAIRET T,

9. OJEmEALD [T ILAENM] B&RU. RRSNETILI I AZ1—H5
[Action] Z&IRUET,

N —
FortiCloud

<> FortiGate Cloud 4 T & YRRy IR ® #7Frovh:

— ol | s 1 5| s, W
$ FortiView 2 # Time Level Device Name | | Message

>

= E=N 1 16:49:32({+0900) information L SSL tunnel statistics
evel
ul FortiGatehSM 04 2 16:49:08(+0900) information S5L tunnel statistics
o 0L 3 16:43:07(+0900) information Local IP SSL tunnel statistics
:r _H: 4 16:39:30(+0%00) information Remote [P S5L tunnel statistics
£l 5 16:39:06(+0900) information SSL tunnel statistics |
Security 6 16:35:06(+0900) information Stabs A certificate is updated
7 16:33:03(+0900) information Tunnel Type SSL tunnel statistics
8 16:30:11(+0900) information i SSL tunnel shutdewn
ser
9 16:30:11{+0%00) information SSL tunnel shutdown
10 16:29:26(+0900) information VPN tunnel £E1 tuimnnl pbatiction
11 16:29:03(+0900) information XAUTH User 1
12 16:25:31(+0900) infarmation
19 A £ AN AN T g e [y [ RS RS [ W
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2.3 VPNOJERFIR

[tunnel-up] ZFIRLT [>] ZO0Uv oL, TRTar—ILRICBEILES [BHTI=Zv N Z
DIV IFTBEETRREINET,

x X
71 ILPERE Action 74455 5E Action
HATET—LF BRZ4—IE HETET—E BRT4—IE
ssl-alert ssl-alert
ssl-cert ssl-cert
ssl-exit-error @ ssl-exit-error
ssl-new-con sslenew-con
metdon
- whnel-down
tunnel-stats tunnel-stats.

£  —
FortiCloud

> FortiGate Cloud k2 2% fp Tl & FVERY I & v¥77avvh -

— (AT

jon= -up X
» FortiView Action=tunnel-up

== - # Time Level Device Name Actlon Message
ul FortiGateh™ 7 1 16:54:06(+0900) information tunnel-up S5L tunnel established
- 2 16:54:04(+0%00) information tunnel-up 551 tunmel established
o 04 Ea— :

Traffic

=3 el

FEERATINET. corvighto 202 Fortine inc AlRights Reserved B 1750/ sl ns ot o e Gl
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2.3 VPNOJHERFIR
@ @ ERFRIC. VPNIEHR TIROOI N HEZRRIEE T,

OJBEAED [ T ILFENM] ZIERLU. BRSNIETILAI I AZ1—H5
[Action] Z&IRU=%. [tunnel-down] Z&RUT [>] #20Uwvw oL, ¥FRIr—ILRIC
BegURES UJ=v N Z20UvO9d 3 ETRRSNET,

x X
71 H R 5E Action 4L FFRTE Action

HATEI—LF BETI—IE HETEI—ILE RETA—NE

(A] v 2] ]
(~] Q4] 7]

SN —
FortiCloud

&> FortiGate Cloud b 2 L TH & P EKvsA @ #77novh

i VPN O Hifi60%5 E TR~k FILFBIN h7 LEE agIFiN

Action=tunnel-down X

# Time Level Device Name Action Message

1 16:30:11{+0900) information tunnel-down S5L tunnel shutdown
2 16:30:11(+0%00) information tunnel-down SSL tunnel shutdown
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2.3 VPNOJHERFIR
VPNIZEGHE TR DO H 51— DiEiiEE R n]ge T Y,

BERLWOIZYTILOUYIL. FllBHRERRSEFT,
[Duration] W1 —Y DFsksE (B : ) TY,

N 4
FortiCloud
> FortiGate Cloud E & & V> ERy oA ® v77aovk
® 07
VPN OY Eif308 au IVAT—| S FECSEPE
Action=tunnel-down % Device Mame [
User II!—
# Time Level Device Name Action M Group SSLVPN_ Users
I 0107 10:36:02(+0500] Thformation | Tunnel-down Jiss v *oh7 TR
2 01-07 10:36:02(+0900) information ] tunnel-down ss REfoiE 1P L
v PO—b
Action tunnel-down
Level information
Hissi U.‘-I.‘r.rt‘ﬂ.ll\:blt'd )
termination of service
v 547
Type event
I Sub Type wvpn
Tunne| Type ssl-tunne|
v o~
Time 01-07 10:38:02(+0900)
Message 55L tunnel shutdown
LogID I
Traffic Virtual Domain root
il Duration 14
Log Description S5L VPN tunnel down
Tunnel IP T ——
Tunnel ID
Sent 1720
Received 45094
date 2022-01-07
tz +0900
< O EEE————————. > S N EATS 9 ART P A ERS
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2.3 VPNOJERFIR

(tHE)
FortiViewtgE T (&, 4FERMBIOI — DR, BESHF v — M CTHERTEFHT,

AEAZ31—T [FortiViewl] Z0Uwv oL, HTLBHREHOHFMNS [VPNAXR N Z#Z0Uw o
= [SSL/AAYVILI7vT ] #0UvwIULET,
BIRIZZEITDRICIE. ELDOTINADID AT 1 —hSEEIEZIEELEI,

Pl
FortiCloud

&> FortiGate Cloud bz 2¥ 4 BE & P EKEvIA @ HIFAvE

Biison v | [ERAPETS P il ®
— T coricios
® FortiView <> FortiGate Cloud 2 A 4p BH A YRRy A

el
I -

® FortiView
# -4 ESZ R4 k—% LB B (DXE/E BR) 0~
1 D ssi-tunnel 42m 205 62,5 MB/4.42 MB 1
: [ swnne 50m 155 53.65 MB/3.65 MB 1
3 D ss-tunnel 40m 125 40.97 MB/2.73 MB 1
X 4 [  ssitunnel 50m 155 13.01 MB/3.22 MB 1
2 b TvO G
% 5 [N ssi-tunnel 50m 155 1.04 MB/205.65 KB B
g 7Yk k=
ARYRTR—IA " 6 [ ss-tunnel 50m 155 174.64 KB/83.56 KB
B ARUhx b B Y2F LNk
7 I ssweb 00m 00s 0B/0OB
F22ZRTINET, coovrizh: <\ Fortinet, inc. All Rights Reserved ¢ | | S B8
o [ b 42m 255 0B/0B
B - beR—UAsb
SZ2RATINET. copvricht @ 2022 Fartinet Inc. All Rights Reserved. FIFIRH | TS5 —RUs— | /i—a> v213c buildoso7 010
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2. FortiCloud&®Web> X5 A OV MHERFIH

2.3 VPNOYHERFIE
® HFEI-YDOVPNERBSED I DHFRREED T LN ARETT,

FEshs ZLzE &~

ScCOM

TILFSARIRTLABRSHE

9. OJEmEALD [T ILAENM] B&RU. RRSNETILI I AZ1—H5
[User] ZiEIRUZET,

N
FortiCloud

¢y FortiGate Cloud

g Iz T HA}

B VAT LARVE

G VPN
£ E=5
e O4Ea

Traffic

Security

Q Lf—k

E:EHTInET Copyright © 2021 Fortinet. Inc

javascript:;
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b A G0

VPN O Haf 6045
# Time
1 17:04:07(+0900)
2 17:04:05(+0900)
3 17:04:05({+0900)
4 17:04:05{+0900)
5 17:04:05(+0900)
) 17:04:04{+0500)
7 17:04:04{+0900)
8 17:04:04{+0%00)
@ 17:04:04({+0900)
10 17:04:03[+0900)
11 17:03:13[+0900)
12 16:59:35(+0900)
13 16:59:11{+0900)

All Rights Reserved

Level
information
information
information
information
information
information
infarmation
information
information
information
information
information
information

Fal
T22H—F LB v AZLEE | a¥orti
Action | Action
wnnel-sta itics
Level i
tunnel-up Mished
ssl-new-ce  Local IP tion
ssl-new-ce Remote |P tion
ssl-new-ce tion
tunnel-up S Mished
ssl-cert Tunnel Type tificate verification success
s5|-new-ce tion
s5l-new-cg tion
s5l-new-cg WPM tunnel Bimem
tunnel-sta
XAUTH User 1 B
tunnel-sta
tunnel-stats 351 tunnel statistics b
HmmY | T — i — /3% v21.3¢c_build0807 010
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BEINLELE R~

ScCOM

BREUZWI—YIDZERLT [>] 20y IU, RRITr—ILRCHEBHLIZS
By bl Z0Uv I3 BT ETRRSNET,

X
T+ )LFFEIE User T+ )LIERIE User
FARIAET -« —L FRIA—IE HAERT <~
) (—]
[>]
> I
I = ]
I — I
I > ]
I ]
1 ]
I [
| i |
A
FortiCloud
1 FortiGate Cloud lr 2  TH a2 EEHe 2R
VPNOY 608 E

# Time Level
1 17:04:05(+0900) information
2 17:04:04(+0%00) information

FEERATINET, corvrisht© 2001 Forinet ne Al ights Reservad

javascript:;
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TRI1—MAE

=

(] ]21¢]

Device Name

TCILFSARIRATLABRSH
L
V@ HIThULR
FLREI v HSLIEE Ay 2rdi

Action Message

tunnel-up SSL tunnel established

tnnel-up S5L tunnel established
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2. FortiCloud&¥¥Web> X5 A OVMERFIR ScCOM

2.4 PS50 v oO0MRFIR

@ [2.2 LBHEEEFIE] D ©-2 DFIRICHKO>T. ST v IOTEEFETERLET,
TOR. JoRSNOT =R LUET,

SN
FortiCloud

® #7Fhovhk:

Traffic @7 BEA605 ~ I2AH—F 14BN AZLIRE | QTSI N

# Time Firewall Actlon Source Destination Sent/Recelved Service

1 17:12:56(+0900) accept J3I2KBT.T6 KB RDFP
2 17:12:50(+0900) accept 206.1KB/13.73ME 1 RDP
3 17:11:38(+0900) accept 107 .96 KB/298.86 KB RDP
4 17:10:56[+0900) aceent 349 KB/B.1S KB RDP

&I —)LROREKEUTDEDTI,
Time : OO W ERESNIZIEE T,
Firewall Action : VPN — b T BB OBEEMF T I . ZEIEDHAIUTOEDTY,
- accept...sFA]EN. IERE(SBEMET
- client-rst...s¥al &N, 547> MNER TEEN R
- sever-rst...sFal N, U —/) R TEEN HUIRT
- deny...5F8]&2NY. BIS(CKEK

Source VIRET T RLATY, UE—MFOTREENE. VPNT—RITAICEDISAT> N
EIDHTHNIEF RLRERDET,

Destination 1 BBE7 RLATY ., RDPHRERBHEANIGEKRDI RL A ERDET,
Sent/Received : HEZBERKOXE/ZEBEE T,
Service : WWIRDP (UE— R RI MY RRENET,
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2. FortiCloud&®Web> X5 A OV MHERFIH

2.4 NSOy OOV FIR

@ ERLIEWOTZT v oI E. AAZ 1 —CHMIBERMNER CTEEI,

FortiC?:u:
FortiGate Cloud =4 i 2
Tericny | mrenm~ | [[EJ

# Time Level Firewall Action Source Destination Service
1 758 1070 notice accept A 522.69 KB/Z
2 17:56:13+0%00) natice accept [F] 41142 KB/
3 17:54:13(+0%00) notice accept [F1] 45815 KB/3
4 11:25:26/+0500) notice server-rst [F1] 259.72 KB,
5 11:2401{+0900) notice accept @ 53236 KB/
& 11:2201{+0900) notice accept @ 30R02 KB/43
7 11:20:01{+0500) notice accept ] 1778 KB/20,
B 1L18011+0300) notice accept [FY] 425 KB/15,
7 1116001+0%00) notice accept [FY] 5163 KB/13
10 11R1403+000) notice accept [F1] 15307 KB/87|
11 1R1201+0900) notice accept [F1] 7421 KB/16
12 110955+000) notice accept [F1] 9273 KB/14
13 1107:57+0%00) notice accept [F1] B252 KB/14
14 11:06:32(+0900) notice serverrst & 4281 KB/73
15 1105:58{+0%00) notice accept & ROP 11B.46 KB40,
16 110503+0%00) notice accept [FY] 304 KB/
17 1035AH000 notice accept [FY] 157.32 KB/25
18 11:0303(+0900) notics accept @ 922 KB/?
19 110L5640900) notice accept [F1] 4BL13KB/
20 110102(+0%00) notice accept [F1] ROP 12415 KB/66)
1 10:59:551+0900) notice accept [F1] ROP £27.95 KB/
2 105901+0500) notice accept ] ROP 15.23 KB/25,
b} A0:57:57(+0%00) notice accept 1]

24 105700 +0700) notice accept [F1] 8 F

< | (e >

ERXHNICOTRERNBRELAREREFTEVEEAN Userti(C

JE— 7O -YD

IDAERESNETDOT. EDL—HDFIEINEHRI TS ENTHETT .
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FEshs ZLzE &~

ScCOM

TCILFSARIRATLABRSH
I
4 pale
e
v —8
LogID ]
Session ID —
Time 17:58:14(+0%00)
Tran Display noop
VDem root
v EAT
Device Name E—]
Group SSLWPN_Users
Source Country Reserved
Source |
Source Interface sslroot
Source Part I
Source Interface Role  undefined
v R
Destination Country Reserved
Destination L]
Destination Interface internal
Destination Port
Destination Interface Role  lan
v Tovas
Firewall Action accept
Palicy 1D 1
v FF—tar
Application Type unscanned
Protocal
Service ROP
Wy
Duration 60
Received Packets 33401
Sent Packets 22323
v &17
SubType forward
Type traffic
w
User
Tanon
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2. FortiCloud&EWeb> X5 A O HEEIR ScCOM

TILFSARIRTLABRSHE

2.4 NSOy OOV FIR

Q@ BWEI—YD., HAHIEERADTITZROT &R D ENTEET I,
9. OJBEEALD [T I)LPEN] ZEIRU, BRSNETIASYIDAZ1—H5
[User] Z=iEIRULET,

N I
FortiCloud
FortiGate Cloud bz ot 4 H . 8 HIFhOUk -
-~
€ DT HAh Tathcny | mineon v [[CRN oAb ASLME | 07710
e Source Family ~
bt et # Time Firewall Action Source Destination | Service
0 VPNA~<vk 1 17-12:56(+0900) ey Source Hardware Vendor RDP
2 17:12:50{+0200) accept Source Hardware Version RDP
3 17:11:38(+0200) accept RDP
BE O Ea— Source Interface
s — 4 17:10:56{+0200) accept RDP
1 Traffic 5 17:10:50(+0900)  accept Source Interface Role RDP
Security & 17:10:03(+0%00) accept Source Mac RDP
7 17:09:38{+0%00) accept RDP
B 17:08:57(+0900)  accept Source Name RDP
9 17:08:49(+0%00) accept Source Port RDP
10 17:08:03{+0%00) accept ML
Source Software Version
11 17:07:38(+0200) accept
12 17:06:57(+0%900) accept Sub Type
13 17:06: 50{+0200) accept RDP x
User v
21 Fortinet, Inc. All Rights Reserved T o =g w21 ac_buildoso7 oio
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2 . FortiCloud&®Web> X5 A OYHEREIE SECOM

2.4 P50y oOJERFIR

I« IILIREBHANRRENCS. RRUZVWI—YIDZERL. [>] 20Uy OUFET,
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2. FortiCloud&EWeb> X5 A OV EREIE ScCOM
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FortiCloud
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# Time Firewall Action Source Destination Sent/Recelved Service

1 17:20:51(+0900) accept 240464 KB/M43TMBE m RDP

2 17:18:51(+0900) accept 19649 KB/24MB 1 RDP

3 17:16:50(+0%00) accept 24685KB/T41ME RDP

4 17:14:4%(+0%900) accept 15505 KB/10.83MEB mmm RDP

5 17:12:50(+0900) accept 2061 KB/MATIME | § RDP

-] 17:10:50(+0900) accept 248.89KB/SB4ME W RDP

7 17:08:49(+0900) accept 149.92KB/1L24MB 1 RDP

8 17:06: S0(+0900) accept 18212 KB/237MB 1 RDP
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