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FIE1. CSR(EEASEARVIITAR) DIER

A—K<TRXA—OWUIZAT A2 LT, Eff|A=2—H5 Certificates & Security=Generate CSR ZEIRL TLEESLY,
TEIDO[CSRIEEFHNBANBEE]INRIRINETT DT, CSRAER TS AICHELIEBRHZ A ALTLIESLY,
ABNBIORIEE DHRBAIIRKDO TEDERBAZ#EZEL TS0,

All Fields are optional except "Common Name”

£l
2 Letter Country Code [ex. US) [J—P:I [2 Letter Country Code]) Ea—kFZ#A DL TLESLY,
State/Province (Full Name - New York, not NY) [ Tokyo :I [State/Province) HEFERZBZEADLTLESLY,
citv [ Chiyodaku | [City] HRATH &% A LTS,
company | OpenSquare Co., Ltd. [Company] EEL (EERH)ZEADLTZE,
Organization (e.g., Marketing,Finance Sales) [ Sales —| [ Organization] B ERE (f5“Sales”) Z A AL TLFZELY,
Common Name (The FODN of your web server) [ www.opensquare.co.jp [Common Name] HAFDOURL(FQDN) Z# A AL TLEESLY,
Emnail Address [ admin@oPe:Square'co'j [Email Address] EHEEFDE-Mail FRLRZEA AL TLIZELY,
SAN/UCC Names | Wwwl.open;quare.co.jp [SAN/UCC Names] TILFRAEEBAEZER T DIFEE.
IBANY HFQDNZE A AL TLEZELY,
Reset |

ZSEANEBIZHEEIEE A HLE=S[Create CSRIR A EH)yHLTLEELY,
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[CreateJ/RFEH T ECSRETSARN—bF—MEEN ., L TOERNRREINET,
BEEIIRIRSNT-CSR, T5AR—rF—ZFT7AILIZRFL TSN,

The following is your 2048 bit unsigned certificate request. Copy the following, in its entirety, and send it to
your trusted certificate authority

R IUEHITL o ARu LUt 1| ERADOF £ YAz dibobeEatenes (UEChwaowesrotens | | | T BEGIN CERTIFICATE REQUEST————

WRZ IBCETZH 22 WH | MRMwERYDYOOLEwp v e GO 2F 1) THEY wlAY Ko 2 | hucHARKE

~
FhdOW 1B WFALZE [ bnHdWFy 255 bySqcDERMAAGA TUEAXKHdGYZdCSqeDCLAs | w 75\ b

CSR 00 Ko | hucHAREBERADggEPADCCAR g gEEAMMIEtORFRIAZZIPZ0 smsr Emk S s
Shlkwll) a2 15+ iV EwSERHgeVapcFrma YEeWTsEn2 ANkng 1 9avEDnF fe/ ItFee) /4 . END ~EDTICINCATE RPENIIECT 0
OWSOFPLHJHon 01 4Phg iDETLWFSBCI27 jp+5708baqeHallnPEFHT s Lurr AHaSwh ’ END CERTIFICATE REQUEST
eAtdESndweb 72 isCEsBbEdr z JzEF + JERZDJEI1 0/ t04mg jwbphquowg2lodes/ a; o — — >
GO WAy 0GaY3TunL KK /Es/ mdkxRF 1kwe T Kr f4itoFd3| sFEr s2dRabzvagr 0.2 i"G%JEE*RL/ :t —LTT#XFIT,{@TJ&
TLEdedL CatdRWHI g huw tWEhTKMEAUES i WOmakz S |r FLVXE Ve hyaXBhOwsCAWEA S

HafAMADGESqG5 | b3DREECWUAAL] ERARERBE +5hamd X MFG | +WYqZ 1/ oRsZhFvhi 116 —ﬁE J{T j.-c% -‘-‘-é{—]- _J. 1%7— <T°é
ySEAlOUwy Y noBLr uSr FUHDZPTaZr sg0WmE j= 4t RakLE IBOW==THEd | z6R3Lrexi ‘% L M [ HIJ M ( -t ?L/—C : ll\o
i BZUDeHFEZRRWI TP 1KAMTHd | pSwicsb Yt Zcsuodasal oLy SR ikCig1Fdnirka AL >
v id2 9BEFZUND +EpuMESVT J0e YR/ NgVEEE Mo TG0 T ITSOMIK IKS | cka9zE308 1%??% [j:ﬁj\b\ U‘b a L\% H”%{Tj‘('}"t(f—:él,\
+S50w CTmEr EimSEdN/Gwa0Puw b iDy72SEAXEI0ZLAVESEZzA iwmselosadnZ 2wl = °
EkLzbUGxHbZH =2 qdwTRo i +BtES ihJE+D2GE0S ) IMhFUZRES 3CLAz
————— END CERTIFICATE RERUEST-----
-

The following is your private key. Copy the following, in its entirety, and save as a .key file. Do this using & text
editor such as Notepad or VI (Do not use Microsoft Word - extra characters will be added making the key
unusable). Key will Later be used during the certificate upload process. DO NOT lose or distribute this file!

Ml | Eog | EAARCAREAYbzqOHCTHODFFUSKkAnyayvqyrnF | yTEYknMzHbEnEITEDRp e
— & eBESVa Wb FURSXuwSFhg 2S5 fz X 1qTol Az +W1SdEUzRN eS8 8cckZ iTHO g +GLTH
j 4A_F#_ TzuEN==| jbulnSLuRdtqpdehSfusSd0wiGued i nBuNAC10RKFjCAuy jakwl KuwF s
7 R2uknMe s dnopkMnf X KT 42T7GCPO7gky 96 JCOYU ] jEz8Ywlt ZFLAZpXd0Getor /85
z+bgr FEXWTESHMKqt/ iKTwY3c iwkquzZ1BozHhqlz41 1gsHhS0sKZXhEYRE20G/BR
PEFMozwBOHEZNYDaqTPmlustiepWr +GEpcGETCwI DARABAC | BAACZqk0yweEdDUOY
Jkavlgeb | SedulBar RrkowYSr BLEFmiFnm?REEowe FTVFT2 15K 4T o iTTRJdEW/ | 44 o ————— BEGIN RSA PRIVATE KEY _____
ki 1A G0PwITHILd 2w 09w KETEOUNMKEs g | =7 JH v edP 104 | En/kWYDEHSHeghdYWEve -
AEWSFTTWSWew 1 SO0ZFEr +r X3 UpAmlsEnod iKLNall i tBHRITr 3%usHy D i jhr 2T AR 75\ b
Jg21th3}'j VoTEV3RsFrdewDThiPwdksivngiWst ILA IvCr Tme2kUkPyz?Todeoh
WA IFaxte/fIfachTOS)YrJ3laquFgivlsGjkenBweSerky jAFPTrajBuidsIkIPD
iDGFzAECE YEA+MWwz | FloTIMao thwndF j3WY2v0qZ FEIILAS vt 298 3RmaP dp 1S90 o o T/ END RSA PRIVATE KEY _____
FERzETUFr O0FHbzTr LEROSP iM1q+7r Lo tuSLATSETSEWIpHRta0Re0f 1CEBAGSS >
zhomtr S wiDEr sLuf jDeuEYmawkyKtCYH/ ZagG I PaREeHoS0t 71 90SEECEYEAZS ||

FRIRL, AE—L TTFERPITFERE
kuuZLFrEXH0E |k |00 IDAGE 1FKAE i JGRAZE+7TaGKp ibxC7E0B00ZHORsedbu Ay as—cglg Lfs aE L/—CT Xl\IT’f 7:"
K Sk YDZHMO | BKCIAEF TxZRTaVERSFAVAYEERPSY D3celhF0pURF YOS ZEHOAZ SR | - ar N
na5yGr Bl KinhdEguekS2gahe ZkutNzHAWDFXESCEYERgK +Zbyl IMHTR Tl SO0MN ';EEU 1{“1’(% HI]%{{I’H’T{%i?LT(T:éL\O

E1Ravan/HESjypRTEinTex5:e022sMU2Gos2wusHe KTDJDSui0iT=s1TAI PZooz0d I\ L .z N
aMAZcEjd0kenSUNRYZ RESBke cOpHSRT AFUNWOVERYZT0S 1/ /1m0 +ExyFURVES 29 1%7_% ) 'a" % %1—]- < ;é
FAOJERICYRNO/E2r YEIBE0KEEu +F.] |MREZNIA | TyZOFUA jAcRes/0Zz | 2yATZ0E T 'i]] 75\ ‘V;’ Ly All K H——c T- L\O
518043 iwlbLyulzRe +1 01 jnG3qeVPRoT thEGHHICWPY =ty lbeBnET 0Esel U0/ 08
I nga@YDbz FP07RamDLA0Sy 1bdzEA1 S0 SKEnyEyBHKRAUD | RFDyc.Jelwel iRy 2
0.JHHA=GAR | anpwCHPCr il yHoaqg0sK2LmE0 | +tHIMHAGKAUHK P2F I u25qd Ir #3P
9 AUEL R mHOr YhhS jhaa i H1mljzr WL |Hg Sk2G30GP/RE 1052 +¥JWEHK AR YwuZ. 2E
/W S00EhWHa2F i HEoCHLKEEPEey iHd0gaph jnP=dyr Y5/ vz =

————— END RSA PRIVATE KEY-----
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EBLT-=CSRZ LIS AN AT LR (FREER) (CHEL TLEELY,

FHENRRINDSELUTOIEEDAAEN AL AN AT LR LY RITINET,
ServerCert: Y —/\SFBAZE

LTD2ODEEAE XA LSRN AT LR DIEEWeb Y A FMSRTEL TLEELY,
*ChainCert : HIfEEEEAE
*RootCert : JL—KEEBHE

A—kIYRE—(Z[EH—/\FIEAE . PRGERZEZEZHLET,
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FIE3. FEfTINT=-H—/\EEHAEDE %
- _______________________________________
A—KTRA—OWUIZAT A2 LT, ERIA=Z2—H 5 Certificates & Security=>SSL Certificates ZEIRL TLIEELY,

TRO[EFSNTLVSSSLAIAZE D —EBEEIARTSNFTT DT, SSLAEBAEZF T %A [<Import Certificate>
LD )y IL TS,

Certificate Configuration Import Certificate | Add Intermediate
Identifier Common Name(s) Virtual Services Assignment Operation

Administrative Certificates

Administrative Certificate | Certificate to Use v | [N St

TRIOISSLEIFAZD ZFZE N R RSNET DT, SSLEFFAZEAXZFT 58I ELIBRZEIR- AALTES0LY,
AAFPEIEE OSRAXRIO FTERDRAFEZEL TS,

Please specify the name of the file that contains the certificate. The file can also hold the private key.
If the file does not contain the private key, then the file containing the private key must also be specified.
The certificate can be in either PEM or PFX (115} format

Certificate File | 7L EER ||:E|'t.pem [Certificate File] SSLEFBAZ I7 A JLEBIRL TS,
Key File [optional) | 71 ILEER |private_key.pem [Key File]) MEZRBI7AILEEIRLTESLY,
Pass Phrase | | [Pass Phrase] MEREI7ZTAILDINRIL—ADBNIEEA AL TLESLY,
Certificate Identifier [test Cert | [Certificate Identifier] S AI D F=Hh D B FiE A LTS,

FEANEBITREFEZREIR- ASL=o[Savel R22 &) v 7L TS,
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TE®D [BFINTULNSSSLEIBAZN—EBE®E)] ARIRINFEFIT DT, SSLEERAENEHLALEO—RTRE—IC
BEEREIN = EFERL TS,

Certificate Configuration Import Certificate | Add Intermediate

Virtual
Identifier Common Name(s) . Assignment Operation
testcert W'.Gpensquare.l:ﬂ.jp Available Vss ASEignEd V5s NEw CSR
E!-EJ'X:E;:EE- ;SZQDZSMT] None Assigned + | g [None Assigned » Replace Ceriificate
Save Changes [ Delete Certificate
- . Reencryption Usage

Administrative Certificates

Administrative Certificate | Certificate to Use v | [N iler
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FIE4. PRGEIBAE(F=HRIAT) D&
T —II—  —

A—RIYRX2—OWUIIZAS A2 LT, BRI A=2—h5 Certificates & Security=>Intermediate Certs ZFEIRL TLZELY,
THOITMEBEOEREAINRTSNES OT, PREIHELERT 5 AITBELEEEER AAL TS,

Add a new Intermediate Certificate

Intermediate Certificate | F7ILEER | chain pem [Intermdiate Certificate] RREEBAE D74/ ILEEIRL TS0,
Certificate Name  [testintercert =Ty | [Certificate Name] BADI=ODBMEAILET

HFANEBITWHESIEZEIR- AHLT=5[Add Certificate]iRZ %01 v 7L TL=ZELY,

TRO[ZBHFINTOAPHEEAZEN —EEHEINKRRSNET OT, PHEAENEHLALEA—FTRE—(C
BRSNCETRERL T ZEY,

Currently installed Intermediate Certificates

Name Operation
testintercert.pem

Add a new Intermediate Certificate

Intermediate Certificate | 71 ILEZER |E3EE1’1T'¢"'$E"&

Certificate Name | | Add Cerificate
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F|E5. Virtual ServiceM{ERLESSLEFBAZE D EI Y

AO—KR<TRXRA—OWUIZAT A2 LT, EAIA=Z2—H5  Virtual Services=>Add New ZEIRLTLESLY,
TRI®D[Virtual ServiceDERRBIE]MIRRSNET DT, Y—E RFZI(T{FT5-OIHERIE B EER - AL TESLY,

Please Specify the Parameters for the Virtual Service. | #l

VirualAddress |[7192.168.1.173 | [Virtul Address] H—EREZHTFIPTRLRAEAALET .
Port [( 443 | [Port] H—E R%EZ(HH+DPortESEANLET,
Service Name (Optional) || SSL Service | [Service Name]) BRAD-ODEMEANALET,
Protocol [Protocol] [TCP] or [UDP]&E A= 21—k YBIRLET,

Add this Virtual Service

BANEBEEHIZHEEIERZEIR - AHLT=-5[Add this Virtual Service ]iRZF71)w oL TLFEELY,
TE®D[Virtual ServiceDEFHZ EEIMEIMNRIRSNETT DT OER- ADLERBIZERYUS
HWZEEERL TS,

Properties for tcp/192.168.1.172:443 (Id:1) - Operating at Layer 7

Basic Properties
Service Name |55L Service |
Alternate Address | |
Service Type |HTTP-HTTR/2-HTTPS v |
Activate or Deactivate 5ervice

Copyright OPEN SQUARE CO., LTD. All Rights reserved. 8
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TER®DI Virtual Service D ¥ HEETE EIE ) D[ SSL Properties ] 74— )Lk ZZRRL . Enabled: | ZF Ty AN TZELY

S5L Properties

S5 Acceleration Enabled](]

TER®D[ ISSL Properties | 74— LR ]IMRRENFE T D TEIY H TV, —/\GEBHE % Available Certificatestf]l T:EIRL T
>HRAEE1) v L TAssigned Certificatestil [ZFBENL TSIEELY,

SSL Properties

LEL Acceleration Enabled: Resncrypt: |:|
Supported Protocots 553 LTisto Erists Brisao Brisis
Require SHI hostname OJ

Available Certificates Assigned Certificates
testcert [www.opensquare.co.jp] = Mone Assigned «
Set Certificates
Certificates
- -

Manage Ceriificates
Cipher Set | Default bl Modify Cipher Set

Assigned Ciphers
ECDOHE-ECDSA-AES256-GCM-SHA3E4 ‘

ECDHE-RSA-AES256-GCM-SHA

Cichers

Copyright OPEN SQUARE CO., LTD. All Rights reserved. 9
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TE®D[ ISSL Properties ] 74— JL K] TAvailable CertificatesiflZFBEILI-CEEHERL-LRTEXTHFRTFIT H=HIC
<Set Certificates> R A &I L TLZELY,

S5SL Properties

S5l Acceleration Enabled: Reencrypt: O
Supportad Protocots | Jsstvd CIrisio Edrisis Erisio Erisis
Require S5SNI hostname D

Available Certificates Assigned Certificates
Mone Available « testcert [www.opensquare.cojp] =
Set Certificates
Certificates <
, |
Cipher set | Default v |
Assigned Ciphers
ECOHE-ECDSA-AES256-GCM-5HA3E4 ‘
ECDOHE-RSA-AES256-GCM-SHA3E4
Ciohers | e e mmme e e
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FIE6. B/ N—F YL Y—EROEELEELHESR

BERU-Y—/\GERAEMNELSHERELTWDEZUT DL ETHIRELET,

1.EFELDTSoY (BRBAIXIES.0) MotER L=/ \—FvIL Y —E RIZHEHELET,
Internet Explorer 81%. SSLY A rETSHXLIE=HTZRLAN—DEEIZTEEOSSEOvI ) DTV NRRENET,
2099 (BT AAVBRTRIN TS EFHERL TS,

[7FRL 2 x—] e
$ LCB‘EH$ETE‘$UIOM]

3. AV T7AALEI )Y L TRRIN THEERAEFHRD . ZFERLI-SSLEIFAZE D IFHRERILTHAILEZHEZELTT LY,
[FERA&EE ] T I

£48 |3Eem | SEOAD/R |

L5 EAZORE

COIAEOHE -
sUE—F o150 ID #HAETEE

*SRRECE. SEOATHRADAT — bl FESIR LT

FEfTE: W Dpensquare net

FiTH: SECOM Passport for Web SR 20 CA

HEhEARE 20091120 #he 20091220

SEEREMA AR, | [ ETEOAT—FAorE |

ok | LI ETEEITER T TY,

Copyright OPEN SQUARE CO., LTD. All Rights reserved. 11




